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Data collection: Even if a very few amount of data are collected or used 
in an area or by an equipment, the combination of this knowledge with 
energy usage patterns could tell you when someone arrives and which 
devices they are using. For instance, a specific office or electrical car 
charger stations.

Anonymization: Consider granularity needed for the purpose. 
Aggregations and groupings can make it harder to identify individuals. 
For instance grouping measurements in time intervals instead of 
timestamps, or group measurements from equipment or assets.

Cyber security: Outsiders could gain access to data and system settings 
through the network. Even if systems are not connected to the internet, 
weaknesses in an organization’s network can be used as an entry point. 
Ensure proper security measures are taken to protect the organization’s 
logical infrastructure.

Physical security: The system also need to be protected from physical 
threats. Ensure that outsiders can not access and manipulate 
components. Internals may also be a threat by unintentionally moving 
equipment, changing configurations, etc. 

Compliance: Perform the proper assessments to ensure compliance with 
privacy laws, GDPR being one of the major policies in EU. Reassess the 
privacy. Changes are made both in systems and in organization. 
Consider if these changes require reassessments.

Monitoring energy usage is essential to optimize and plan future usage. However, monitoring may 
capture information about individuals and impose on their right to privacy. Here are a few things to 
consider when planning and implementing the E-LAND toolbox. 

More information on our websites: https://elandh2020.eu and  https://ife.no/prosjekt/e-land-horizon-2020-2/

Privacy

What is personal data?

Personal data are any 
information relating to 
an individual or that 
make identification of 
an individual possible 
by combining several 
sources. 
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